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liam Douglas emphasized in his dissenting opinion in Terry, the Court had ruled "precisely the opposite over and over again." 22 By departing from those precedents and embracing an open-ended balancing formula, Terry held that a frisk for weapons is permissible when an officer has reasonable grounds to believe that a suspect is currently armed and dangerous, even if the officer lacks probable cause to arrest that person. When it was announced, Terry could be narrowly read: a frisk for weapons is permissible only when an officer's safety is threatened. The Court explained in Terry that the decision did not address "the constitutional propriety of an investigative 'seizure' for purposes of 'detention' and/or interrogation." 23 As Justice Douglas predicted, however, the "hydraulic pressures" exerted on the Court "to water down constitutional guarantees and give the police the upper hand," 24 combined with a balancing analysis, eventually persuaded the Court to enlarge police search-andseizure powers in a wide swath of cases, many of which had nothing to do with police safety.
Like Terry, King alters the "rules of game" and significantly expands the government's authority to search persons subject to custodial arrest. Just as a balancing analysis made it easy for the Court to extend Terry's rationale to different scenarios between police and suspicious persons, King's reasoning can be used to support collection and analysis of DNA samples from other persons subjected to governmental restraint (such as persons arrested for misdemeanors or traffic offenses or detained for investigative stops), or from those who possess diminished privacy interests vis-à-vis the government (such as public school students, driver's license applicants, and lawyers). Indeed, because King approved suspicionless searches of persons under a free-form balancing analysis, it will be difficult to cabin the Court's logic when government officials seek innovative search Mich L Rev 39, 42 (1968) . Stop-and-frisk procedures were a staple of police procedure long before Terry sanctioned the practice. See Lawrence P. Tiffany et al, Detection of Crime at 10-17 (Little, Brown, 1967) (distinguishing stop-and-frisk practices, like "field interrogation" and "aggressive patrol," from traditional police procedures involving arrest or search incident to arrest); id at 15 (noting that " [m] inor traffic infractions are [ ] often used by the police to justify stopping for questioning or searching."). According to one 1967 study of the practice, although police regularly "stop and question suspects on the street when there are insufficient grounds to make an arrest, . . . this important law enforcement practice has been either ignored or treated ambiguously by courts and legislatures." Id at 6. 22 Terry, 392 US at 36 (Douglas, J, dissenting) (footnote omitted). 23 Id at 19, n 16. 24 Id at 39 (Douglas, J, dissenting).
powers in other contexts in which individuals arguably possess diminished privacy interests. As Professor Barry Friedman commented shortly after the decision, King "will have ramifications far beyond DNA testing, affecting much of policing in the 21st century." 25 This article explains in more detail why King is so important. Part I summarizes Justice Kennedy's opinion and Justice Antonin Scalia's dissent, and offers some criticism of the Court's opinion. Part II explains why the Court's precedents do not support the decision. Part III addresses the implications of King's reasoning, and explains why the holding will not be confined to persons arrested for violent felonies. Finally, Part IV explores the similarities (as well as one important difference) between the judicial styles exhibited by the Court in King and Terry.
I. The Court's Reasoning in King
DNA testing in the United States began in 1987. It has had a significant impact on the criminal justice system. 26 Initially, DNA databases included only "those classes of offenders with a high recidivism rate, such as sex offenders and violent felons." 27 Today, every state and the federal government collects and analyzes DNA from all persons convicted of felonies. Lower federal and state courts have uniformly upheld DNA collection from convicts. In light of the investigative capabilities provided by DNA technology, "the collection of DNA samples from individuals arrested for criminal misconduct has been advocated by police officials and endorsed by 25 [s] ince DNA testing became available in the late 1980s, more than 250 innocent people have been exonerated by postconviction DNA testing," and that "DNA exonerations have changed the face of criminal justice in the United States by revealing that wrongful convictions do occur and, in the process, altering how judges, lawyers, legislators, the public, and scholars perceive the system's accuracy."); Erin Murphy, A Tale of Two Sciences, 110 Mich L Rev 909, 926 (2012) (observing that "news sources are full of stories about some new mind-boggling scientific development" involving DNA typing. "Sadly, however, revelations of laboratory malfeasance, errors, or sloppy mistakes are as common as stories about the use of forensic science to convict a dangerous criminal or exonerate an innocent accused."). 27 Hibbert, 34 Wake Forest L Rev at 769 (cited in note 26).
politicians." 28 Therefore, it was no surprise when states began to extend DNA collection procedures to arrestees. In 2002, Virginia became the first state to collect DNA from convicts and arrestees when it passed a law requiring that DNA samples be taken from those arrested for violent felonies. The Virginia Attorney General explained that "[i]t's no secret that an enhanced database increases the chances of solving crimes," 29 and that database expansion "will help us solve cases much quicker and ensure public safety by making sure somebody's not released back into the general public who has committed a string of crimes." 30 Three years later, Congress enacted a statute requiring that DNA samples be collected from all persons arrested by federal officers, regardless of the nature of the crime for which they are arrested. 31 A year later, Congress made funding available to the states to collect and analyze DNA samples obtained from arrested individuals. In 2008, Maryland enacted the law at issue in King, requiring the collection and testing of DNA from persons arrested for serious felonies. Thus, when the Court agreed to review the constitutionality of the Maryland statute, the case attracted widespread attention. Twenty-four amicus briefs were filed with the Court.
a. justice kennedy's majority opinion
Alonzo King was arrested for assault on April 10, 2009, after menacing a group of people with a shotgun. As a routine part of the arrest procedure for a serious offense, Maryland law required that a DNA sample be taken by applying a cotton swab to the inside of King (Feb 17, 2002) . 31 42 USC § 14135a (a)(1)(A). 32 As Justice Kennedy noted, the statute authorizes collecting DNA samples from "'an individual who is charged with . . . a crime of violence or an attempt to commit a crime of violence; or . . . burglary or an attempt to commit burglary.'" King, 133 S Ct at 1967, quoting Md Pub Saf Code Ann § 2-504(a)(3)(i). The charge of first-degree assault was eventually dismissed. King entered a plea pursuant to North Carolina v Alford, 400 US 25 (1970) (a defendant's refusal to admit to guilt and professed belief in his innocence does not bar a trial judge from accepting a guilty plea, particularly when the record provides be processed or placed in a database before the individual is arraigned. King's first court appearance was three days after his arrest. King's DNA sample was received by the Maryland State Police's Forensic Division two weeks after his arrest, on April 23, 2009. Several months later, on August 4, 2009, King's DNA profile was found to match the DNA discovered from an unsolved rape committed in another Maryland city in 2003. After being charged with that rape, King argued that the collection of his DNA after his arrest for assault was an unreasonable search, and that the evidence was therefore inadmissible in the rape trial. The trial court rejected King's suppression motion; he was convicted of rape and sentenced to life in prison without the possibility of parole. The Maryland Court of Appeals reversed, and the Supreme Court decided to weigh in.
Justice Kennedy began his analysis in King by observing that "the framework for deciding the issue is well established."
33 According to Kennedy, the procedure constituted a Fourth Amendment search, because the DNA sample taken from King entailed the use of a buccal swab on the inner tissues of his cheek. Kennedy explained that " [v] irtually any" intrusion into the body by state officials triggers constitutional scrutiny. 34 Kennedy then added, however, that a "buccal swab is a far more gentle process than a venipuncture to draw blood." 35 The "negligible" nature of the intrusion, according to Kennedy, "is of central relevance to determining the reasonableness" of the search. 36 Kennedy explained that reasonableness in Fourth Amendment cases depends on the circumstances of each case. For example, warrants are required in some situations, but not in others. Individualized suspicion of wrongdoing is generally "preferred" before police conduct a search, but there is no per se prohibition of suspicionless intrusions.
37 A search's constitutionality is determined by evaluating law enforcement goals, the nature and magnitude of the privacy interests at stake, the standardized nature of a strong factual basis for the plea) and was convicted of second-degree assault, a misdemeanor offense. 33 King, 133 S Ct at 1968. 34 Id at 1969. 35 Id. 36 Id.
37 Id. the search or seizure, and the extent of the intrusion on individual privacy and dignity. 38 Because the Maryland DNA collection law applies to "all arrestees charged with serious crimes," and because police have no discretion when deciding whom to search, Kennedy concluded that the buccal swab used to collect King's DNA fell within the "category of cases" calling for a balancing analysisweighing "the privacy-related and law enforcement-related concerns to determine if the intrusion was reasonable." 39 Turning first to the government's side of the balance, Kennedy argued that the government interest in King was the time-honored need for police to "process and identify the persons and possessions they must take into custody." 40 Kennedy argued that DNA identification serves several governmental interests. In order of importance, these interests include identifying the arrestee, protecting the safety and integrity of the detention facility that will house the arrestee, ensuring that the arrestee will be available for trial, enabling sound decisions about whether the arrestee should be released on bail, and "freeing a person wrongfully imprisoned for the same offense." 41 Although the Court listed five interests served by DNA testing, only the first interest-identifying the arrestee-is important for constitutional purposes. Indeed, the Court did not place significant weight on the other four interests, and for good reason. DNA testing takes at least several weeks to perform. The time lag between the DNA search and test and the receipt of matches prevents the arrestee's sample from serving any of the other interests identified by Justice Kennedy. An arrestee's DNA test is of no use to the state's interests in protecting jailhouse security and making accurate bail determinations, because these matters arise long before an arrestee's DNA results are available. As Justice Scalia noted in his dissent, "DNA testing does not even begin until after arraignment and bail decisions are already made. The samples sit in storage for months, and take weeks to test." 42 38 Id. 39 Id at 1970, quoting Illinois v McArthur, 531 US 326, 331 (2001). 40 King, 133 S Ct at 1970. 41 Id at 1970-74. 42 Id at 1986 (Scalia, J, dissenting). In an exchange between counsel for King and Chief Justice Roberts during the oral argument, the Chief Justice seems to recognize the weakness of the argument that DNA searches advance the state's interest in accurate bail determinations: "Now, your brief says, well, the only interest here is the law enforcement interest. And I found that persuasive because of the concern that it's going to take months Moreover, it is hardly self-evident that taking an arrestee's DNA deters flight before trial. Kennedy argued that if DNA is not taken upon arrest, a "defendant who had committed a prior sexual assault might be inclined to flee on a burglary charge, knowing that in every State a DNA sample would be taken from him after his conviction on the burglary charge that would tie him to the more serious charge of rape," 43 but if a DNA sample is taken upon arrest, the arrestee has little to gain by flight, because the police already have his DNA. This logic is flawed, however, because an arrestee who has his DNA taken upon arrest might also conclude he has nothing to lose by flight, because he knows the government will link him to the sexual assault. If anything, taking the DNA at the time of arrest may actually increase the likelihood of flight.
Finally, the interest in exonerating those who have been wrongfully accused or convicted is mere window dressing for the majority's argument. This is so because collecting DNA from arrestees cannot help vindicate the innocent. 44 As Justice Scalia observed in dissent in King, mandating collection of DNA from arrestees for analysis against the FBI database cannot assist in freeing wrongfully convicted persons, because the FBI database includes DNA only from unsolved crimes. As Scalia sarcastically noted: "I know of no indication (and the Court cites none) that [the FBI database] also includes DNA from all-or even anycrimes whose perpetrators have already been convicted." 45 to get the DNA back anyway, so they are going to have to release him or not before they know it." Oral Argument in King, at 42-43 (cited in note 18). 43 King, 133 S Ct at 1973. 44 In fact, Osborne v District Attorney's Office, 557 US 52 (2009), "rejected a freestanding due process right for prisoners to obtain DNA tests that might prove their innocence." Brandon. L. Garrett, Criminal Justice and the Court's Past Term, Harvard University Press Blog (Harvard University Press, Aug 2, 2013), online at http://harvardpress.typepad.com/ hup_publicity/2013/08/criminal-justice-and-the-courts-past-term-brandon-garrett.html. To say the least, Osborne "is a striking contrast" to King's "warm embrace of essentially unlimited law enforcement use of DNA from mere arrestees." Id. Professor Garrett also states that "[n]o DNA exonerations have ever resulted from DNA collected from unconvicted arrestees, while many whose convictions were overturned have benefited from DNA matches with serious convicts." 45 King, 133 S Ct at 1984, n 2 (Scalia, J, dissenting). Compare Samuels et al, Collecting DNA at Arrest at 8, n 8 (cited in note 14), quoting National DNA Database Submission to the Home Affairs Committee at 2, Gene Watch UK ( Jan 2010), online at http:// www.genewatch.org/uploads/f03c6d66a9b354535738483c1c3d49e4/GWsub_Jan10.doc: "'although DNA can undoubtedly be useful to exonerate the innocent, a database of individual DNA profiles (as opposed to crime scene profiles) is never necessary to exonerate an innocent person, since this can always be done by comparing the DNA of the innocent suspect directly with the crime scene DNA profile.'"). After King was announced, Barry With respect to the issue of identification, Justice Kennedy reasoned that law enforcement officials must know whom they have arrested. "An individual's identity is more than just his name or Social Security number, and the government's interest in identification goes beyond ensuring that the proper name is typed on the indictment."
46 Kennedy observed that the identification process includes "searching the public and police records based on the identifying information provided by the arrestee to see what is already known about him." 47 To this effect, an arrestee's "criminal history is a critical part of his identification that officers should know when processing him for detention."
48 Moreover, DNA is "an irrefutable identification" 49 of the arrestee, and is even more reliable as a type of identification than a photograph, social security number, or fingerprint. Kennedy therefore analogized taking a DNA sample to the practices and procedures police have traditionally used in processing arrestees. It is similar to matching an arrestee's face to a photo of a previously unidentified suspect, or "comparing tattoos to known gang symbols to reveal a criminal affiliation; or matching the arrestee's fingerprints to those recovered from a crime scene." 50 Regarding the government interest in identifying arrestees, Scalia remarked that the Court's "assertion that DNA is being taken, not to solve crimes, but to identify those in the State's custody, taxes the credulity of the credulous."
60 The Court's definition of "identifying" is obviously wrong-"unless what one means by 'identifying' someone is 'searching for evidence that he has committed crimes unrelated to the crime of his arrest. '" 61 This form of identification, according to Scalia, "is indistinguishable from the ordinary law-enforcement aims that have never been thought to justify a suspicionless search."
62 He observed sardonically that searching cars of lawfully stopped drivers might reveal information about unsolved crimes committed by the driver, "but no one would say that such a search was aimed at 'identifying' him, and no court would hold such a search lawful." 63 Moreover, Scalia explained why the collection and testing of King's DNA was not intended to identify him. After King's DNA was taken by the police, it was eventually shipped to the FBI's DNA database. The FBI database contains two types of DNA collections: DNA samples taken from known convicts and arrestees, and DNA samples found at crime scenes belonging to unknown persons or perpetrators. At the FBI laboratory, King's DNA profile was compared with the DNA profiles of the second group. The purpose of this comparison was not to determine King' Finally, Scalia pointed out that Maryland's DNA law itself does not support the "identification" purpose attributed to it by the Court. According to Scalia, the relevant section of the statute specifies the purpose behind the DNA searches: samples are tested "'as part of an official investigation into a crime.'" 66 By contrast, another section of the statute permits testing for identification purposes: "'to help identify human remains,'" and "'to help identify missing individuals. '" 67 No section of the statute authorizes DNA testing for the purpose of identifying arrestees. Moreover, another section of the law expressly prohibits using DNA samples "for any purposes other than those specified" in the statute.
68
Justice Scalia was not persuaded by the Court's claim that DNA testing is indistinguishable from traditional procedures used to process and identify arrestees. Scalia noted that photographing an arrestee does not trigger Fourth Amendment scrutiny because taking a photograph is not a physical intrusion, nor does it implicate a legitimate expectation of privacy. Additionally, Scalia observed that the Court's precedents "provide no ready answer" as to whether fingerprinting constitutes a search. 69 But even assuming that fingerprinting is a search, "[f]ingerprints of arrestees are taken primarily to identify them (though that process sometimes solves crimes); the DNA of arrestees is taken to solve crimes (and nothing else)." 70 Regarding the constitutional status of fingerprinting, Scalia rightly noted that the Court's claim that fingerprinting has been "constitutional for generations" is "bereft of citation to authority because there is none for it."
71 Scalia observed that the fact that many Americans have apparently accepted fingerprinting in various contexts is not the equivalent of the Court's imprimatur. In his view, it is "wrong" to imply that fingerprinting has always been "uncontroversial," or to suggest "that this Court blessed uni- 65 Id. 66 Id, quoting Md Pub Saf Code Ann § 2-505(a)(2). 67 King, 133 S Ct at 1986, quoting Md Pub Saf Code Ann § 2-505(a)(3) & (a)(4) (emphasis in original). 68 King, 133 S Ct at 1986, quoting Md Pub Saf Code Ann § 2-505 (b)(2). 69 King, 133 S Ct at 1987. 70 Id.
71 Id at 1988. versal fingerprinting for 'generations' before it was possible to use it effectively for identification."
72
Scalia might have added that fingerprinting arrestees has not always received the approval of the judiciary. As Professor Wayne Logan has explained, fingerprinting gained prominence in the early part of the twentieth century, "and by the 1930s fingerprinting was the nation's criminal-identification method of choice." 73 The judiciary, however, imposed limits on the use of fingerprints, especially when prints were obtained from persons not convicted of crimes. 74 A crucial change in the judiciary's acceptance of the routine use of fingerprinting occurred in United States v Kelly, when the United States Court of Appeals for the Second Circuit rejected a challenge to the use of fingerprints to confirm a suspect's identity. 75 Kelly's holding, however, was "predicated on the need to verify identity, and was decided well before the forensic investigative heyday of prints, allowing for digitized matches to 'latent' prints found at a crime scene or stored in databases." 76 Even with Kelly on the books, "the constitutional propriety of identity verification methods at the pre-conviction stage has always merely been 'assume [d] . '" 77 Comparing fingerprinting to DNA profiling is problematic for another reason. Fingerprints are "useful only as a form of identification." 78 They cannot be analyzed, for example, "to determine whether two individuals are related."
79 By contrast, "[e]ven noncoding regions of the DNA transmit more information than a standard fingerprint." 80 Although the noncoding regions of DNA used to create DNA identification profiles "may never be found to have highly sensitive direct coding functions, they may very 72 Id.
73 Wayne A. Logan, Policing Identity, 92 BU L Rev 1561, 1574 (2012) (footnote omitted). 74 Id at 1583 (fingerprints were "as a general rule, collected and stored only in the event of conviction"). Finally, Scalia predicted that the search approved in King will not be confined to those arrested for violent felonies. "I cannot imagine what principle could possibly justify this limitation, and the Court does not attempt to suggest any."
84 Thus, Scalia envisions a future where every person's DNA will be taken and tested upon arrest, whether they are arrested for a traffic violation or an illegal political protest. "If one believes that DNA will 'identify' someone arrested for assault, he must believe that it will 'identify' someone arrested for a traffic offense. This Court does not base its judgments on senseless distinctions."
85 Tellingly, Justice Kennedy offered no reply to Justice Scalia's dissent. 86 81 Id. 82 King, 133 S Ct at 1988. 83 Id at 1988-89. There may soon come a day when technology allows the police to instantaneously analyze an arrestee's DNA sample and determine whether it matches the DNA found at the crime scene of an unresolved murder or rape. Under Justice Kennedy's analysis in King, however, the speed of obtaining test results "goes only to the efficacy of the search . . . , not the constitutionality of the search." Id at 1976. In any event, instantaneous analysis should not change the Fourth Amendment judgment. Even if police obtain immediate results from a DNA test, this test still occurs by means of a physical intrusion, conducted without suspicion of criminal wrongdoing, and motivated by law enforcement interests. The only difference between the situation in King and a case involving instantaneous analysis is the speed with which police have access to the fruit of their search. If future technology gives the police the ability to instantaneously discover the contents of a home, contraband and noncontraband items alike, the search remains unreasonable even when the results are instantaneous. See Kyllo v United States, 533 US 27, 34 (2001) ("We think that obtaining by sense-enhancing technology any information regarding the interior of the home that could not otherwise have been obtained without physical 'intrusion into a constitutionally protected area' constitutes a search-at least where (as here) the technology in question is not in general public use."). The same logic applies when the search involves a person. 84 King, 133 S Ct at 1989. 85 Id. 
II. A Decision Without Precedent
As one chronicler of the Court has observed, Justice Kennedy's opinion in King "sought to make it appear that the outcome was easily reached and involved no real alteration of existing constitutional norms." 87 In fact, the Court's most relevant precedents support the opposite conclusion. 88 a. dna sampling cannot be justified as a search incident to arrest
Certainly, the Court's search incident to arrest precedents do not support the decision in King. During the oral argument, Justice Kennedy compared taking a DNA sample to the search of an arrestee's coat pocket, the type of search upheld in United States v Robinson. 89 But the Court's search incident to arrest rulings do not come close to authorizing a search into an arrestee's body. [Kennedy] also made no effort to respond to the dissenting opinion."). 87 Id.
88 Although Justice Kennedy would not concede the point in his opinion, Deputy Solicitor General Michael Dreeben acknowledged during oral argument that "there is no case on my side that decides the case" for the government, while quickly adding "there's no case that-on [King's] Scalia correctly responded that "[t]he objects of a search incident to arrest must be either (1) weapons or evidence that might easily be destroyed, or (2) evidence relevant to the crime of arrest. Neither is the object of the search at issue here."
94 Indeed, none of the Court's search incident to arrest rulings since Chimel v California 95 permit a suspicionless search for ordinary crime-solving or identification purposes. 96 Robinson certainly did not approve such a search, because a weapon such as a razor blade might have been inside the cigarette package. Moreover, none of the Court's decisions, old or new, have ever authorized suspicionless searches into the bodies of arrestees. To the contrary, the Court in Schmerber expressly foreclosed such searches when it explained that the rationale of search incident to arrest has "little applicability with respect to searches involving intrusions beyond the body's surface."
97
Perhaps Kennedy cited Robinson and other search incident to arrest rulings merely to establish that arrestees possess a diminished expectation of privacy while in custody. Kennedy conceded that a warrant would be required to perform surgery on King or to search his home, notwithstanding his diminished privacy interests as an arrestee. As the Court noted in Schmerber, logic dictates that "absent an emergency, no less could be required where intrusions into the human body are concerned."
98 Put simply, the Court's search incident to arrest precedents do not authorize bodily intrusions. Because there was no emergency, judicial authori- 94 King, 133 S Ct at 1982 (Scalia, J, dissenting) (citations omitted). 100 Skinner addressed whether obtaining and testing blood and breath samples from railroad personnel who were involved in train accidents, or who violated certain safety rules, constituted searches. After concluding that collecting the samples was a search, the Court added that chemical analysis of the samples "to obtain physiological data is a further invasion of the tested employee's privacy interests."
101 Skinner explained that, although collecting and testing urine samples does not require a bodily intrusion, "chemical analysis of urine, like that of blood, can reveal a host of private medical facts about an employee, including whether she is epileptic, pregnant, or diabetic."
102
In King, Justice Kennedy rejected the claim that the processing of King's DNA sample violated the Constitution, arguing that, because "the CODIS loci come from noncoding parts of the DNA that do not reveal the genetic traits of the arrestee," 103 it was "open to dispute" whether "the testing . . . in this case reveals any private medical information." 104 The implication is that analysis of DNA samples does not infringe any privacy interest. This conclusion also means that when police obtain a DNA sample without a per- 99 Ferguson v Charleston, 532 US 67, 76 (2001). Justice Scalia's dissent in Ferguson questioned whether obtaining and testing urine samples of hospital patients triggered Fourth Amendment scrutiny. "There is only one act that could conceivably be regarded as a search of petitioners in the present case: the taking of the urine sample. I suppose the testing of that urine for traces of unlawful drugs could be considered a search of sorts, but the Fourth Amendment protects only against searches of citizens' 'persons, houses, papers and effects'; and it is entirely unrealistic to regard urine as one of the 'effects' (i.e., part of the property) of the person who has passed and abandoned it."). Id at 92 (Scalia, J, dissenting).
100 Skinner v Railway Labor Executives' Assn, 489 US 602 (1989) . 101 Id at 616. 102 Id at 617. Thus, collecting and testing urine also "must be deemed searches under the Fourth Amendment." Id. 103 King, 133 S Ct at 1979.
son's knowledge, say, from a discarded cigarette butt or water bottle, analysis of the sample does not trigger the Fourth Amendment at all. 105 This understanding is predicated on the assumption that the end product of analysis-the DNA profile-does not reveal genetic information about the individual. However, this assumption ignores the real threat to privacy posed by DNA data banking: "[T]he chance for government officials to surpass their [statutory] authority and use our DNA samples, containing our full genome and a 'treasure map' of our sensitive genetic information, for nefarious purposes." 106 In addition to emphasizing the arrestee's diminished expectation of privacy, Justice Kennedy also stressed the trifling nature of the cheek swab. This description of King's constitutional interest is "especially problematic; King complained about the information taken from him, not the Q-tip in his mouth."
107 More importantly, Kennedy ignored the Court's precedents. The minimal character of the intrusion should not matter. In Arizona v Hicks, police entered Hicks's home in response to a call that a gun had been fired through Hicks's apartment floor, injuring a man in the unit below. 108 While police were lawfully in the apartment searching for the shooter and any other victims, they noticed two sets of stereo equipment they suspected were stolen. 109 The police recorded the serial numbers, which required moving some of the equipment, and seized the equipment after learning that it had been stolen. 110 The Court found that police action (i.e., slightly moving stereo equipment to see the serial number) unrelated to the objectives of the lawful search constituted a separate and distinct invasion of the suspect's privacy that was unjustified by the exigency of the lawful police entry. Hicks explained: 105 For an excellent discussion of some of the legal issues surrounding the government's collection of "abandoned DNA," see Elizabeth E. If moving a turntable a few inches requires probable cause under the Court's precedents, so should a compelled police entry into a person's mouth. Moreover, the Court in Schmerber described extraction of blood samples as a "common-place" procedure that "involves virtually no risk, trauma, or pain."
112 Since then, many courts have described a compelled blood extraction as a painless, routine procedure.
113
In fact, Justice Kennedy cited Schmerber and other precedents in a 1989 ruling to confirm "'society's judgment that blood tests do not constitute an unduly extensive imposition on an individual's privacy and bodily integrity.'" 114 Nonetheless, the Court has never disavowed Schmerber's judgment regarding the need for a warrant when the police want to draw blood from an arrestee. Indeed, in (Brown, 1965 ) ("It is not common to arrest a person unless he is at least suspected of having engaged in criminal conduct. It is common for some persons not to be arrested even though it can easily be proved that they have engaged in criminal conduct."); id at 155 ("A decision not to arrest in a specific case does not ordinarily come to the attention of members of the community. . . . In most situations, the decision is known only to those who know of the crime and to the police officer who decides not to arrest."); Michael K. Brown, Working the Street: Police Discretion and the Dilemmas of Reform at 152 (Rose Sage Foundation, 1988) (stating that "felonies are the least interesting of discretionary incidents, for these violations are usually enforced. Refusal to arrest a person who has committed a felony not only counters the police code, but many policemen believe they have no discretion where a felony is concerned. This does not mean that every person who commits a felony will be arrested, since the determination of whether or not a felony has been committed is often a matter of interpretation."). Police exercise even greater discretion regarding misdemeanor arrests. See Alexandra Natapoff, Misdemeanors, 85 S Cal L Rev 1313, 1331-37 (2012) ("police arrest people for a variety of reasons that may or may not involve probable cause"); id at 1337 ("while we do not know how many people are arrested for petty offenses without evidence, we know the practice is ingrained in phenomena like urban loitering and trespass policies, zero tolerance policing, and routine urban street control. . . . Because misdemeanor arrests are low profile, unlikely to be litigated, and staples of police control tactics, they can easily be driven not by evidence, but by other police aims and goals."); see also Logan, 92 BU L Rev 1561 at 1589-90 (cited in note 73) (discussing the discretion police have when making arrests). Thus, even Professor David Kaye, an advocate for universal DNA testing, recognizes that "making arrest the threshold for inclusion in law enforcement DNA databases reflects a naïve view of what it means to be arrested. . . . Indeed, probable cause to arrest is spread thick and wide through the populace, attaching to the innocent-in-fact as well as to those guilty of the crime for which probable cause exists. Probable cause is thus an extremely low threshold, and a poor shield against the government taking and profiling our DNA-and against abuse of that power. . See also Joh, 11 Ohio St J Crim L at 285 (cited in note 107) ("What King fails to acknowledge is that the very existence of a DNA database gives the police incentives to turn every encounter into an arrest. . . . While it is true that database laws give the police few choices at the literal moment of sample collection, little reins in the police in their decision about whom to target, when, and why" (footnotes omitted). 118 King, 133 S Ct at 1978, quoting Vernonia, 515 US at 654.
"when 'special needs, beyond the normal need for law enforcement, make the warrant and probable cause requirement impracticable.'" 119 A synthesis of the cases shows that three factors are important to the Court when it decides whether a challenged search falls within the special needs doctrine: the purpose of the search, whether law enforcement officials will have access to the fruits of the search, and the extent of police involvement in conducting the search.
120
Several lower courts have upheld DNA testing of arrestees on the theory that the testing is reasonable both for immediate identification purposes and for "maintaining a permanent record to solve other past and future crimes."
121 This reasoning, however, cannot be squared with legal principles announced in the Court's most recent special needs case, Ferguson v City of Charleston.
122 In Ferguson, the Court invalidated a public hospital's policy of conducting urine tests of pregnant women suspected of drug use and disclosing the results to law enforcement officials. Writing for the Court, Justice Stevens explained that the urine tests were designed to obtain incriminating information that would be revealed to police and prosecutors. Because the urine tests' central purpose "was to use the threat of arrest and prosecution in order to force women into treatment, and given the extensive involvement of law enforcement officials at every stage of the policy," 123 the Court found that "this case simply does not fit within the closely guarded category of 'special needs.'" 124 Stevens explained that the "fact that positive test results were turned over to the police does not merely provide a basis for distinguishing" the special needs cases, it "also provides an affirmative reason for enforcing the strictures of the Fourth Amendment." 125 stance abuse treatment and off of drugs, the immediate objective of the searches was to generate evidence for law enforcement purposes in order to reach that goal." 126 For that reason, the special needs doctrine was inapplicable.
In light of Ferguson, it is difficult to conclude that DNA testing of an arrestee is a valid special needs search. Although the government has legitimate interests in knowing the identity of arrestees and in accurately identifying arrestees in a manner superior to fingerprinting or photography, it does not follow that DNA testing falls within the special needs doctrine because the government's interests in this context are directly related to law enforcement. 127 Further, police are thoroughly involved in conducting and using the results of DNA searches. As Justice Kennedy observed in his concurring opinion in Ferguson, "[n]one of our special needs precedents has sanctioned the routine inclusion of law enforcement . . . to implement the system designed for the special needs objectives."
128
It might be argued that because the police are permitted to fingerprint arrestees for administrative purposes related to "identification" and to use those fingerprints for investigative purposes, the same should be true for DNA searches. This is a false analogy, however. As David Kaye, a well-known proponent of universal DNA testing, noted in the aftermath of Ferguson, it is "extremely implausible" that taking DNA samples from arrestees can be justified on the theory that the search's primary purpose is to ascertain an arrestee's true identity. 129 Rather, "[t]he legislative interest in DNA databases has not been primarily to supplement or supplant fingerprints as markers of true identity; it has always been to generate investigative leads."
130 For all these reasons, DNA 126 Id at 82-83 (footnotes omitted). 127 Compare Kaye and Smith, 2003 Wis L Rev at 434 (cited in note 117) ("'Normal law enforcement' would appear to be the primary purpose of a program requiring arrestees to provide DNA samples, typing those samples at standard forensic loci, and including the profiles in an identification database that can be searched for a profile matching DNA recovered in connection with unsolved past or future crime."). 128 Ferguson, 532 US at 88 (Kennedy, J, concurring). testing of arrestees does not fit within the category of special needs cases.
c. dna sampling cannot be justified under the samson/ knights principle
If DNA testing is justified neither as a search incident to arrest nor as a special needs search, how can it be squared with the Fourth Amendment? As one federal appellate court has observed, the "Supreme Court has never applied a general balancing test" 131 in the context of searches designed to investigate ordinary criminal conduct. Indeed, as Justice Scalia emphasized in his dissenting opinion in King, the Court has generally embraced a "categorical" rule that the Fourth Amendment bars "searching a person for evidence of a crime when there is no basis for believing the person is guilty of the crime or is in possession of incriminating evidence."
132
The "categorical" rule was jostled a bit, however, in United States v Knights 133 and Samson v California. 134 Both cases cast doubt on this "rule." In 2001, the Court in Knights upheld a warrantless police search of a probationer's home based on reasonable suspicion that criminal evidence would be discovered. Knights did not rely upon the special needs doctrine, because the search was directly related to law enforcement purposes and conducted by police. Additionally, there was no exigency justifying the warrantless search of Knights's home. The Court held that the search was "reasonable under our general Fourth Amendment approach of 'examining the totality of the circumstances.'" 135 The Court emphasized that Knights had signed a probation order that permitted suspicionless searches of his person, property, and effects "at any- 136 Id at 114. 137 Id at 120 (footnote omitted). Although Knights's holding incorporates the reasonable suspicion the police had for searching Knights, the statute governing the search permitted warrantless search of Knights's home advanced the government's "justified" concern in protecting the community from criminal acts committed by a probationer, who "will be more likely to engage in criminal conduct than an ordinary member of the community."
138
Samson went a step further and upheld a suspicionless police search of a known parolee seen walking down the street with a woman and a child. The officer testified that he searched Samson's person for the "sole reason . . . that defendant was 'on parole,'" and noted that he "does not search all parolees 'all the time,' but does conduct parole searches 'on a regular basis' unless he has 'other work to do' or already 'dealt with' the parolee."
139 Like Knights, Samson had signed a release condition which permitted suspicionless searches at any time of the day or night. According to the Court, the issue in Samson was whether the condition of parole can so diminish a parolee's reasonable expectation of privacy that a suspicionless search by police does not violate the Fourth Amendment. In a 6-3 ruling (with Justice Scalia in the majority), the Court held that the search was "reasonable," once again suggesting the propriety of an open-ended type of balancing. The Court emphasized that Samson had signed a search condition that diminished any reasonable expectation of privacy he might otherwise harbor. For good measure, the Court added that probationers and parolees are on a "'continuum' of state-imposed punishments" and that "[o]n this continuum, parolees have fewer expectations of privacy than probationers, because parole is more akin to imprisonment than probation is to imprisonment." 140 The Court found that the suspicionless search served several state interests, including reducing recidivism of parolees, supervising parolees, and protecting the public from criminal acts by reoffenders. In practical effect, Samson eliminated Fourth Amendment protecsuspicionless searches of probationers, a fact not lost on the Knights majority. Id at 120, n 6. Indeed, the Court seemed to plant the seeds for the result in (2008) (noting that although the Samson Court "described its decision as 'far from remarkable,' never before had the Court approbated a search devoid of a warrant or individualized suspicion by invoking the totality of the circumstances test."); id at 945 (stating that "Samson provides courts with a new Fourth Amendment approach to justify the monumental governmental interests" that DNA testing of convicts furthers) (emphasis added); see also LaFave, 3 Search and Seizure § 5.4(c) (supp 2013-14) (cited in note 142) ("What makes King so disappointing is neither opinion comes to grips with the real issue in the case"-namely, "whether on a balancing-of-interests analysis a standardized procedure-consisting of a suspicionless minimal search by way of a cheek swab to obtain DNA for the primary purpose of identifying the perpetrators of otherwise unsolved past and future crimesmay constitutionally be applied to all persons lawfully arrested and then held pursuant to a valid charge of a serious offense, in light of the reduced expectation of privacy of those detainees.").
144 See LaFave, 3 Search and Seizure § 5.4(c) (supp 2013-14) (cited in note 142) (noting that the result in King, as intimated by the Court majority, comes from a "process of balancing privacy and law enforcement interests in cases where there exists a lesser-expectation-of-privacy than is normally the case, which the majority could have specified (but didn't) as having been accepted by a majority of the Court" in Knights and Samson).
to accept that position. 145 Because parolees and probationers could be in prison and thus subject to frequent and suspicionless searches, 146 it might seem reasonable for the government to release them on the condition that they remain subject to similar searches. 147 On this view, arrestees are distinguishable, because they have not been placed on a "'continuum' of state-imposed punishments." 
III. Implications of King
King's application in future cases depends on how one reads Justice Kennedy's opinion. King can be read narrowly to apply only to persons arrested on felony or other serious charges. Kennedy himself framed the issue in that way, asking only whether the Fourth Amendment bars DNA testing from "persons arrested . . . on felony charges." 149 As Justice Scalia noted in dissent, at 145 When counsel for King noted his strong disagreement with Maryland and the federal government's argument to use the "rationale of Samson v. California and essentially extend that rationale to the point of arrest," Justice Kennedy responded: "I think-I think there is some merit to your argument in that regard. In Samson, he was a parolee, and he actually, as I recall, signed a-a consent form as part of the probation." Oral Argument in King at 30 (cited in note 18). 146 Hudson v Palmer, 468 US 517 (1984) (ruling that the Fourth Amendment does not provide protection for claims that a convicted prisoner has a privacy interest in his cell or possessory interest in his effects therein). 147 Compare Oral Argument in King at 11 (cited in note 18) ( Justice Sotomayor: "As I read Samson, it was the special relationship between the parolee or the probationary person, that line of cases, and the assumption being that they're out in the world, I think, by the largesse of the State. So the State has a right to search their home, just as it would their cell, essentially."); id at 24 (Chief Justice Roberts: "According to Samson and Knights, you're dealing with people who are still subject to the-criminal sentence."). See also Murphy, 127 Harv L Rev at 185 (cited in note 16) (stating that "Samson is not an iconic case describing the core of the Fourth Amendment," rather, "[i]t was, until King, an outlier" permitting suspicionless searches for law enforcement purposes. Samson was "explicable only as a reflection of the all but extinguished privacy expectations of those [under] conditional liberty.") (footnote omitted). 148 Samson, 547 US at 843.
several places Kennedy's opinion appeared to confine the analysis to those arrested for serious offenses. Indeed, Kennedy stated in the last sentence of his opinion: "When officers make an arrest supported by probable cause to hold for a serious offense and they bring the suspect to the station to be detained in custody, taking and analyzing a cheek swab of the arrestee's DNA is, like fingerprinting and photographing, a legitimate police booking procedure that is reasonable under the Fourth Amendment."
150
On the other hand, a few passages in the opinion indicate that the Court's analysis might apply to all arrestees. For example, Kennedy noted that Maryland's law is similar to laws enacted by other states and the federal government that authorize "the collection of DNA from . . . all arrestees."
151 Moreover, the logic of King would seem to extend to all arrestees. Indeed, in his dissenting opinion, Justice Scalia directly challenged the proposition that King will apply only to persons arrested for serious crimes:
I cannot imagine what principle could possibly justify [limiting King's holding to serious offenses], and the Court does not attempt to suggest any. If one believes that DNA will 'identify' someone arrested for assault, he must believe that it will 'identify' someone arrested for a traffic offense. This Court does not base its judgments on senseless distinctions. At the end of the day, logic will out. . . . Make no mistake about it: As an entirely predictable consequence of today's decision, your DNA can be taken and entered into a national DNA database if you are ever arrested, rightly or wrongly, and for whatever reason. 152 Tellingly, Justice Kennedy did not respond to Scalia's challenge. Although the only issue before the Court in King concerned DNA testing of persons arrested for violent offenses, the federal government takes DNA samples from all arrestees, and seven states collect DNA samples from a subset of misdemeanor arrestees.
153
Moreover "a growing number of local law enforcement agencies across the country" now take DNA samples from anyone arrested 150 Id at 1980 (emphasis added). 151 Id at 1968 (emphasis added). 152 Id at 1989 (Scalia, J, dissenting). 154 This phenomenon will no doubt "accelerate" after King. 155 This trend is not surprising, for many law enforcement officials insist that "the crime-solving benefits of local databases are dramatic." 156 When lower courts are confronted with constitutional challenges to DNA testing of persons arrested for minor offenses, they will naturally look to the Court for guidance. Because Justice Kennedy offered no reply to Scalia, lower court judges will have to decide how to interpret King, and in light of that exchange, most judges are likely to uphold DNA testing for all arrestees. It is, after all, a familiar adage that silence can be seen as assent.
Another issue is whether the police can use DNA testing on persons stopped for investigative detention.
157 One week after King was decided, the New York Times reported that some local police departments were "taking DNA from people on the mere suspicion of a crime, long before any arrest, and holding on to it regardless of the outcome."
158 Indeed, the police have been taking 156 Goldstein, id. 157 The federal government already obtains DNA samples from noncitizens detained by federal officers. See 42 USC § 14135(a). This section permits, as prescribed by the Attorney General's regulations, collecting "DNA samples from . . . non-United States persons who are detained under the authority of the United States" (emphasis added). To be sure, the word "detained" is ambiguous in this context. Neither the statute nor the Attorney General's regulations define the term. The sponsor of the DNA Fingerprint Act stated, "the word 'detained' covers a wide spectrum of circumstances. The dictionary definition of 'detained' is to keep from proceeding or to keep in custody or temporary confinement." Statement of Senator Kyle, 151 Cong Rec S13757 (daily ed, Dec 16, 2005). Perhaps, "detained" means persons held in custody, but does not apply to persons temporarily seized for investigation as occurs during a Terry stop. 158 Goldstein, Police Agencies (cited in note 154). According to the New York Times, "New York City has amassed a database with the profiles of 11,000 crime suspects. In Orange forensic evidence from persons suspected, but not yet arrested, for many years. Not only is the Court aware of the practice, but it has signaled its approval.
The Court first confronted the practice of taking forensic evidence prior to arrest a year after Terry. In Davis v Mississippi, 159 the police brought Davis to a police station for fingerprinting and questioning in the course of a rape investigation. Davis's fingerprints matched those found at the crime scene and he was therefore convicted of rape. The Court held the detention unconstitutional because it had not been authorized by a judicial warrant, and it therefore suppressed the fingerprint evidence. The Court suggested, however, that it might approve a different type of fingerprinting detention. Speaking for the Court, Justice William Brennan wrote that, "because of the unique nature of the fingerprinting process, such detentions might be valid, under narrowly defined circumstances, even though there is no probable cause in the traditional sense." 160 Brennan explained that fingerprinting is less intrusive than other types of searches; it does not require the type of probing into a suspect's private life or thoughts that is associated with interrogation; it is inherently more reliable than eyewitness identifications or confessions; it is not subject to police manipulation; and because fingerprints cannot be destroyed, the detention can be planned by the police and authorized by a judicial warrant. 161 County, California, the district attorney's office has 90,000 profiles, many obtained from low-level defendants who give DNA as part of a plea bargain or in return for having the charges against them dropped. . . . Others want to compile DNA profiles from suspects or low-level offenders long before their DNA might be captured by the state or national databases, which typically require conviction or arrest."
159 Davis v Mississippi 394 US 721 (1969). 160 Id at 727. 161 Id. In a concurring opinion, Justice John Harlan made clear his view that, under a different set of facts than those presented in Davis, a "compelled submission to fingerprinting would not amount to a Fourth Amendment violation even in the absence of a warrant." Harlan felt that question should be left open. Id at 728-29 (Harlan, J, concurring). "The Davis dictum has had considerable impact." LaFave, 4 Search and Seizure § 9.8(b) at 975-76 (cited in note 3) (noting that laws have been enacted authorizing detention at a police station on less than probable cause for certain identification procedures, and that courts have "consistently" upheld such laws and such procedures even in the absence of an authorizing statute or court rule). Professor Kaye believes that the dicta from Davis "suggest[s] that the Supreme Court would uphold compulsory acquisition of biometric data from a person when the process is not physically or mentally invasive, when the data are useful primarily to link individuals to crime scenes or to establish the true identity of a given individual, and when the data are valid, reliable, and effective for this purpose." Kaye, 34 J L Med & Ethics at 193 (cited in note 28) (footnote omitted).
The door Davis opened for possible forensic detentions was opened still wider in Hayes v Florida. 162 The issue in Hayes was whether the Fourth Amendment permits the police to transport a suspect to a police station for fingerprinting without his consent and absent probable cause or a warrant. Relying on Davis, the Court held that the police cannot constitutionally seize an individual and transport him to a police station for investigative detention. The Court implied, however, that street detentions for fingerprinting might be consistent with the Fourth Amendment. Speaking for the Court, Justice White suggested "that a brief detention in the field for the purpose of fingerprinting, where there is only reasonable suspicion not amounting to probable cause," might be constitutional. 163 Noting that Terry and similar decisions had held that a brief detention of a suspicious person is permissible "in order to determine his identity,"
164 "to pose questions to the person, or to detain the person briefly while attempting to obtain further information," 165 White concluded that the Fourth Amendment might permit seizures for the purpose of fingerprinting, if there is reasonable suspicion that the suspect has committed a criminal act, if there is a reasonable basis for believing that fingerprinting will establish or negate the suspect's connection with that crime, and if the procedure is carried out with dispatch. 166 If, as Hayes suggests, the police can fingerprint a suspect during a Terry stop, can they also obtain a DNA sample during the stop, as long as they have reasonable grounds to believe that the suspect has committed a crime and that DNA analysis might either establish or negate the suspect's guilt? Is taking a DNA sample different from taking a fingerprint? Perhaps. King established that obtaining a DNA sample via a cheek swab is a "search." The Court has never decided, however, whether fingerprinting is a search. Indeed, on at least one occasion, it has suggested that fingerprinting might not constitute a search because it involves "mere 'phys- 162 Hayes v Florida, 470 US 811 (1985) . 163 Id at 816. 164 Adams v Williams, 407 US 143, 146 (1972). 165 United States v Hensley, 469 US 221, 232 (1985) . 166 Hayes, 470 US at 817. ical characteristics . . . constantly exposed to the public.'" 167 Because the Court has never held that there is a "search-for-evidence counterpart to the Terry weapons search,"
168 it might permit fingerprinting during an investigatory stop, if fingerprinting is not a search, but not DNA testing, which is a search. On the other hand, it is possible to read King as authorizing compelled DNA samples during investigative stops by employing the same type of balancing analysis utilized in King and concluding that the government's interest in identifying a suspected criminal outweighs the minimal intrusion involved in obtaining a DNA sample, even if it is a search. 169 Moreover, although the Court has never extended Terry to allow "investigative identification search[es]" incident to a stop, the Wisconsin Supreme Court has upheld such searches during lawful investigative detentions, 170 and federal prosecutors have urged lower courts to recognize such an exception. 171 In light of these developments, courts might increasingly be persuaded after King to uphold "investigative identification search part of his identity." 174 Kennedy observed that persons stopped for traffic offenses are often dangerous criminals, noting that Timothy McVeigh was stopped for driving without a license plate only hours after the Oklahoma City bombing, and that one of the terrorists involved in the September 11 attacks was ticketed for speeding two days before the attacks. 175 Kennedy explained that DNA is a "metric of identification used to connect the arrestee with his or her public persona, as reflected in records of his or her actions that are available to the police."
176 Accordingly, police may link an arrestee to "a variety of relevant forms of identification" possessed by the government, which "are checked as a routine matter to produce a more comprehensive record of the suspect's complete identity."
177
If these government interests are sufficient to justify DNA searches of arrestees, it arguably follows that similar interests justify DNA searches during Terry stops. Hiibel might be viewed as a first step in that direction. Hiibel was detained and questioned about a reported domestic dispute. After he refused to identify himself, he was arrested and later convicted of violating Nevada's "stop and identify" law, which requires a person subject to a lawful investigative detention to provide police with his identity. Relying on prior rulings, Hiibel argued that he had a right not to identify himself during a Terry stop. The Court, in an opinion by Justice Kennedy, disagreed. Kennedy explained that the Court had made "clear that questions concerning a suspect's identity are a routine and accepted part of many Terry stops."
178 He noted that the Court had recognized that the authority to detain, ask questions, and check identification, even without probable cause to arrest, "promotes the strong government interest in solving crimes and bringing offenders to justice."
179 Applying a balancing analysis, Kennedy found that learning a suspect's identity "may inform an officer that a suspect is wanted for another offense, or has a record of violence or mental disorder."
180 Moreover, he added, identity is 174 Id. 175 Id. 176 Id.
177 Id. 178 Hiibel, 542 US at 186. 179 Id.
180 Id. particularly important in domestic violence cases, because police "need to know whom they are dealing with in order to assess the situation, the threat to their own safety, and possible danger to the potential victim." 181 Kennedy added that the "request for identity has an immediate relation to the purpose, rationale, and practical demands of a Terry stop."
182 Finally, and importantly, Nevada's identification requirement does not change the duration or location of the stop. Taking all this into account, Kennedy upheld the law.
Although Wayne LaFave believes that Hiibel "does not lend much support" for an investigative identification search, 183 that proposition is not so clear after King. Relying on the government interests identified in King and Hiibel, and Hayes's procedural framework for obtaining fingerprints from a suspect during an investigative stop, a court could easily find that the government's interest in accurately identifying persons subject to Terry stops outweighs the minor intrusion of taking a DNA sample. 184 Courts have already approved warrant and criminal background checks for persons detained for traffic offenses, even though such procedures can take thirty minutes to complete. 185 In Illinois v Caballes, the Court impliedly conferred approval on these investigative procedures, provided that they do not unduly prolong the length of the stop. 186 If there is reasonable suspicion that a suspect has committed a crime, the state has a strong interest in obtaining an accurate identification of the suspect, similar to its interest in obtaining fingerprints. A court might therefore conclude that "the only difference between DNA analysis and the accepted use of 181 Id. NE2d 202, 203 (Ill 2003) . Although these facts were not mentioned in Justice Stevens's majority opinion in Caballes, he did state that the "duration of the stop in this case was entirely justified by the traffic offense and the ordinary inquiries incident to such a stop." Caballes, 543 US at 408. fingerprint databases is the unparalleled accuracy DNA provides." 187 Furthermore, a court might believe that a Terry "suspect's criminal history is a critical part of his identity that officers should know when" conducting an investigative detention. 188 The same government interests in accurate identification that are served by obtaining a suspect's fingerprints are also promoted by obtaining a DNA sample. If the police may obtain a suspect's fingerprints during a Terry stop, as Hayes seems to suggest, then it would seem to follow that they may take a DNA swab for the same purpose.
189
Although obtaining a DNA sample constitutes a separate and additional search, a court could decide that taking the sample "does not alter the nature of the stop itself: it does not change its duration, or its location." 190 Borrowing from the analysis of King, a court could find that "the additional intrusion upon the [suspect's] privacy beyond that associated with fingerprinting is not significant," and thus justifies this minor intrusion.
191
To be sure, the Court has not yet endorsed an investigative search for identification under Terry. However, the Court had not approved a suspicionless search of the body for identification be- 187 King, 133 S Ct at 1972. 188 Id. See also Joh, 11 Ohio St J Crim L at 291-92 (cited in note 107). ("If 'knowledge of identity' has long been an acceptable objective in the Terry context, and a DNA profile is a part of the individual's identity for Fourth Amendment purposes, its collection would seem appropriate even in circumstances short of arrest.") (footnotes omitted). 189 In Askew, four judges of the District of Columbia Court of Appeals argued that prohibiting identification procedures that amount to searches during Terry stops would "lead to absurd and dangerous results." Askew, 529 F3d at 1162 (Kavanaugh dissenting) (observing that such a rule would mean police could not "remove a suspect's gloves to perform the fingerprinting that Hayes expressly allows," "lift a rape suspect's sleeve to view a tattoo on the suspect's forearm, even though the rape victim said the perpetrator had a distinctive tattoo on his forearm," "take fingernail scrapings or a saliva swab from a murder suspect in a case where the victim was killed in a violent struggle."). According to these judges, barring identification searches during investigative detentions "would mean that a large number of state statutes, rules, and decisions permitting identification procedures on less than probable cause-which have been on the books for decades-are all unconstitutional and wrongly decided." Id. 190 Hiibel, 542 US at 178 (internal citations omitted). During the oral argument in King, Chief Justice Roberts asked counsel for Maryland about taking DNA samples during traffic stops: "But there's no reason you couldn't, right? I gather it's not hard. Police officers who give Breathalyzer tests, they can also take a Q-tip or whatever and get a DNA sample, right?" After counsel noted that the Court's cases presume that traffic stops be brief, the Chief Justice suggested that taking a DNA sample would not take much time: "Well, how long does it take to-to undergo the procedure? You know, you say, ah, and then-you know." Oral Argument in King at 7 (cited in note 18). 191 193 a judge in a future case could take the next step and approve the same type of search in the context of an investigative detention.
194
192 Compare id at 1976 (describing the intrusion on privacy of taking a DNA sample: "The additional intrusion upon the arrestee's privacy beyond that associated with fingerprinting is not significant . . .").
193 E-mail from John Q. Barrett to crimprof@chicagokent.kentlaw.edu ( June 6, 2013 at 6:48 pm) (explaining that King "is a Terry/balancing decision about the Fourth Amendment reasonableness of the government adding a very little search (this kind of cheek swabbing) to the booking process for . . . these kinds of 'serious' crime arrestees."). 194 Although this is not the place for a detailed analysis of the issue, the reasoning of King can also be extended to persons not suspected of criminal conduct. For a long time, mandatory fingerprinting has been associated with criminal investigations. "With technological advances, however, the criminal stigma has somewhat lessened as fingerprinting has become a more common form of identification utilized outside of the criminal justice system." Christina Buschmann, (1996) . Six states require fingerprints to obtain a driver's license. Although the statutes vary in form, the purpose behind most mandatory fingerprinting requirements is to verify the identification of the applicant and to facilitate criminal background checks. For example, California's fingerprint requirement for the bar exam serves two purposes: "to establish the identity of the applicant and in order to determine whether the applicant . . . has a record of criminal conviction in this state or in other states." Cal Bus & Prof Code § 6054 (West 2013). Similarly, the California Supreme Court, in upholding California's fingerprint requirement for driver's licenses, explained that the state legislature had found that "'the driver's license and identification card issued by the Department of Motor Vehicles are the basic identification documents in this state and that the state has a compelling interest in insuring the accuracy and integrity of this identification system.'" Perkey v Dept of Motor Vehicles, 721 P2d 50, 51 (Cal 1986) (citation omitted).
If states can require potential school teachers and applicants for a driver's license to provide fingerprints, can states also require applicants to provide a DNA sample for iden-whether an arrestee has committed other crimes. A DNA search obviously advances that interest. Moreover, a DNA search also promotes the state's interest in being able to identify the arrestee if he commits a future crime and his DNA is found at the scene. As Scalia put the point in King, "[w]hat DNA adds-what makes it a valuable weapon in the law enforcement arsenal-is the ability to solve unsolved crimes, by matching old crime-scene evidence against the profiles of people whose identities are already known." 198 Indeed, the Justices in the majority envisioned arrestee DNA searches as "an indispensable tool in the fight against crime."
199 This understanding no doubt prompted Justice Alito's comment that King "is perhaps the most important criminal procedure case that this Court has heard in decades." 200 To act on this understanding, Justice Kennedy had to deal with the Court's existing doctrine. Because the Court's precedents offered no support for Kennedy's position, he had to create an expansive and novel definition of "identity" in order to uphold DNA searches of arrestees. 201 The felt necessity to uphold DNA searches explains Kennedy's unconvincing assertion that the purpose of the DNA search was to "identify" King. As they say, necessity is the mother of invention. 202 Both King and Terry v Ohio upheld unprecedented police searches, using reasoning motivated by a sense of necessity. In Terry, the Court confronted a controversial and pressing issue: the authority of police officers to stop and frisk a suspicious person absent probable cause to believe that he has committed a crime. While patrolling in plain clothes on the afternoon of October 31, 1963, Cleveland police detective Martin McFadden observed two men peer into a store window roughly twenty-four times. The two men then left the scene and joined a third man. The officer suspected the men of "'casing a job, a stick-up'" and worried that "'they may have a gun. '" 203 After approaching the men and not receiving a satisfactory explanation of their behavior, the officer grabbed one of the men, John Terry, spun him around and patted down the outside of his clothing. The officer felt a gun in Terry's overcoat pocket. The officer removed another gun from the second man's overcoat.
The Court's precedents required probable cause to believe that criminal conduct was afoot before the police could seize or search a person. The trial court in Terry stated that it "'would be stretching the facts beyond reasonable comprehension' to find that Officer McFadden had had probable cause to arrest the men before he patted them down for weapons."
204 None of the Justices questioned this conclusion. Yet, because of the "necessity" of the situation, the Court voted 8-1 to uphold the search of Terry. Speaking for the Court, Chief Justice Earl Warren stated: "we cannot blind ourselves to the need for law enforcement officers to protect themselves and other prospective victims of violence in situations where they lack probable cause for an arrest."
205 Thus, the Court ruled that where an officer reasonably believes that a suspicious person under investigation is armed and presently dangerous, the officer may frisk the person "to determine whether the person is in fact carrying a weapon and to neutralize the threat of physical harm." 206 the same time, the Court had to abandon the Fourth Amendment's presumptive procedural safeguards of a warrant and probable cause, because no precedent authorized a frisk for a weapon. The Court therefore improvised and explained that "the conduct involved in this case must be tested by the Fourth Amendment's general proscription against unreasonable searches and seizures." 209 Tellingly, this and similar statements 210 in Terry lacked any citation to precedent. Soon, the Court extended the openended balancing analysis embraced in Terry to other cases far removed from the "necessity" in Terry. As a member of the Terry majority later said: "It seems that the delicate balance that Terry struck was simply too delicate, too susceptible to the 'hydraulic pressures' of the day. As a result of today's decision, the balance struck in Terry is now heavily weighted in favor of the government."
211 Over time, the balancing analysis adopted in Terry eventually became the "touchstone of modern Fourth Amendment jurisprudence."
212
The Court's reasoning in Terry and King was motivated by the perceived necessity of upholding the challenged searches. Each case involved a controversial search that the state argued was vital to law enforcement. Although the Court's prior rulings did not authorize the respective searches, that fact did not prevent the Court from reaching its desired outcome. In Terry, the Court gave its approval to a police procedure that the Court recognized generated "strong resentment" in black urban communities. 213 In King, the Court sanctioned a suspicionless search unlike other procedures approved by the Court, implying unpersuasively that it was simply following the Court's precedents. There is, however, one important difference between Terry and King. In Terry, the Court acknowledged that it was constructing a new legal landscape in 209 Id at 20 (footnote omitted). 210 See, for example, Terry, 392 US at 19 ("The distinctions of classical 'stop-and-frisk' theory thus serve to divert attention from the central inquiry under the Fourth Amendment-the reasonableness in all the circumstances of the particular governmental invasion of a citizen's personal security."). [King] marks the beginning of a new era, however, only time will tell."). 224 Maclin, 33 J L Med & Ethics at 118 n 261 (cited in note 120). 225 It is worth noting that the Obama administration cites King to defend the constitutionality of a program whereby the Foreign Intelligence Surveillance Court directs telecommunications companies to provide telephone "metadata" in bulk to the National Security Agency ("NSA"). Under this program, analysts from the NSA have access to telephone metadata from almost every telephone call made "within the United States and between the United States and foreign countries." Federal Government, Administration White Paper: Bulk Collection of Telephony Metadata Under Section 215 of the USA Patriot Act at 1 (Aug 8, 2013) . By the government's account, telephone metadata "includes information about what telephone numbers were used to make and receive the calls, when the calls took place, and how long the calls lasted." The phone companies do not report any information about the content of calls. Id.
The Obama administration contends that even if the collection of telephone metadata constitutes a search under the Fourth Amendment, the Court's reasonableness standard "authoriz[es] the Government to conduct large-scale, but minimally intrusive, suspicionless searches." Id at 21. The administration cites King's balancing test to conclude that a balancing analysis "overwhelmingly favors the Government in this context." Id. The administration argues that telephone metadata collection results only in a "minimal" intrusion on privacy interests, the program does not collect or disclose the content of calls, and data may be accessed only when the government has a reasonable suspicion that a particular phone number is associated with a specific foreign terrorist organization. The government emphasizes that "only an exceedingly small fraction of the data collected has ever been seen," and claims that this "weighs heavily in the Fourth Amendment calculus." Id (citing King, 133 S Ct at 1979, for the proposition that intrusions on privacy interests are limited when DNA analysis is used to provide identification information alone).
As this article goes to press, two federal district courts have split on the constitutionality of the NSA's telephone surveillance program. See Although this is not the place to closely examine whether the government action to collect and review phone records is constitutional, it is interesting to note the similarities between DNA registries and the NSA telephone surveillance program. Both intrusions involve collecting and storing vast amounts of personal information, and are executed Forty years ago, Justice Powell bluntly stated that an arrestee retains no privacy interest in his person in the face of "a legitimate and overriding government concern." 226 He saw no reason to frustrate law enforcement goals by requiring that every search incident to arrest be justified by the twin rationales of seizing evidence or weapons; searches could serve other government interests as well-like solving crimes. "The search incident to arrest is reasonable under the Fourth Amendment because the privacy interest protected by that constitutional guarantee is legitimately abated by the fact of arrest." 227 I believe the result in King is best explained as a search incident to arrest. Taking DNA samples from arrestees may help close unsolved crimes. 228 It certainly accelerated the identification of King as the perpetrator of an unresolved rape. But the search incident to arrest doctrine does not allow DNA searches. Rather than openly confront this obstacle and expand the boundaries of permissible searches incident to arrest, Justice Kennedy's opinion in King fashioned a definition of "identification" that allowed the Court to elude settled doctrine. More troubling, King invites law without individualized suspicion of wrongdoing. Both intrusions also yield potential fruits that facilitate law enforcement interests.
While many are alarmed that the government collects and warehouses massive amounts of information about individuals, extensive surveillance and data mining do not necessarily amount to a Fourth Amendment violation. Indeed, when confronted with comparable intrusions in prior cases, the Court has not ruled that collecting and stockpiling large amounts of information publicly disclosed or revealed to third parties constitutes a search under the Fourth Amendment. The Court most recently considered collection of informational data in United States v Jones, 132 S Ct 945 (2012). Jones held that a search occurred when the government attached a global positioning system (GPS) tracking device to a vehicle and used that device to monitor the vehicle's movements on the streets for twentyeight days. However, the result in Jones did not turn on the amount of data revealed and retained through government surveillance, but on the trespass associated with the attachment of the GPS device. Thus, Jones did not decide whether obtaining extensive location data is a search, let alone an unreasonable search. Compare id at 955 (Sotomayor, J, concurring) (observing that "GPS monitoring generates a precise, comprehensive record of a person's public movements that reflects a wealth of detail about her familial, political, professional, religious, and sexual associations.").
At first glance, the result and reasoning of King seem to be miles away from the broad data mining involved with the NSA's telephone surveillance program. Yet, it is telling that the government views King as support for collecting and analyzing the nation's telephone metadata. 226 Robinson, 414 US at 237 (Powell, J, concurring). 227 Id at 237-38 (footnote omitted). 228 Although some law enforcement officials and scholars argue that expanding DNA databases will help solve more cold cases and deter future crimes, Professors Brandon Garrett and Erin Murphy contend that "[r]esearch shows that bigger is only better if DNA databases grow in the right way: by entering more samples from crime scenes, not samples from arrestees." Garrett and Murphy, Supreme Court 2013 (cited in note 96). enforcement officials to extend DNA searches to persons arrested for any offense and even to persons merely detained by the police. Justice Scalia may be right that "most Members of the Court" are not quite ready to "just come out and say that any suspicionless search of an arrestee is allowed if it will be useful to solve crimes." 229 More time is needed before the Court will openly embrace that result. That conclusion is coming, and King's balancing analysis provides the template for achieving that goal.
